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This policy applies to employees, student workers
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utilizing ClU-owned resources. The lists below are by no means exhaustive but attempt to provide a framework
for activities which fall into the category of unacceptable use.

System and Network Activities

The following activities are strictly prohibited, with no exceptions:

A

Violations of the rights of any person or corporation protected by copyright, trade secret, patent or
other intellectual property, or similar laws or regulations, including, but not limited to, the installation or
distribution of "pirated” or other software products that are not appropriately licensed for use by CIU.
Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution
of photographs from magazines, books or other copyrighted sources, copyrighted music, and the
installation of any copyrighted software for which CIU or the end user does not have an active license
is strictly prohibited.

Exporting software, technical information, encryption software or technology, in violation of
international or regional export control laws, is illegal. The appropriate management should be
consulted prior to export of any material that is in question.

Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses,
email bombs, etc.).

Revealing your account password to others or allowing use of your account by others.

This includes family and other household members when work is being done at home.
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Any form of harassment via email, telephone, or paging, whether through language, frequency, or size
of messages.

Unauthorized use, or forging, of email header information.

Solicitation of email for any other email address, other than that of the poster's account, with the intent
to harass or to collect replies.

Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type.

Use of unsolicited email originating from within CIU's networks of other

Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted by CIU or
connected via CIU's network.

Posting the same or similar non-business-related messages to large numbers of Usenet newsgroups

(newsgroup spam).

A Creating automated email forwarding rules. Exemptions can be requested by submitting an IT ticket.

T T T T T

T

Artificial Intelligence Activities

The following activities are strictly prohibited:

1 Using unapproved artificial intelligence applications to conduct business. See Technology Standards page for
approved applications.

1 Entering personally identifiable information (PII) of employees, students, customers, or other third parties into
ChatGPT or other public artificial intelligence applications.
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All employees are personally responsible for the content of their online communications. If an
employee anticipates having content in his/her communications that identifies, discusses, or provides
information about CIU or any of its services, the employee should make it clear that the information
and content contained in the communication are the employee’s personal views and opinions, and not
those of CIU, co-workers, students, suppliers, or people working on behalf of CIU. You should include
a disclaimer such as,

“The postings on this site are my own and do not necessarily reflect the views of CIU.” If you have
any questions about the sufficiency of your disclaimer, allow ClIU’s Human Resources Director to
review your language.

Employees are not permitted to visit social media sites or blog while at work unless it is for a
previously authorized business-rela
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A oAl employees must seek the approval and guidance from University Communications before
establishing any social media accounts to use for the official business purpose and/or marketing of

the university, its programs, initiatives, colleges, organizations, departments. See the Marketing Social
Media Policy for more information.

Condensed Policy Summary for Login Acknowledgement
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